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Indian Council of Medical Research

Department of Health Research, Ministry of Health
and Family Welfare, Government of india

No.16/12/2022-Admn.11 Dated:21/02/2022
To

The Directors/Directors-in-Charge of
Permanent Institutes/Centers of ICMR

Subject:- Nomination of Nodal Officer for Handling Unlawful content/information/activities
in Cyber Space as per the provisions of the IT Act, 2000-regarding.

Sir/Madam,

[ am directed to refer a copy of OM No.P.16012/11/2018-TC dated 27.01.2022
received from Ministry of Health & Family Welfare (Tobacco Control Division) forwarded
therewith a copy of OM issued by Ministry of Electronics & Information Technology (MeitY),
Cyber-Laws Group, Electronics Niketan, New Delhi vide letter No.1(4)/2020-CLES
dated 01.01. 2021 on the subject mentioned above for information and necessary action.

Yours faithfully,

P s ety

(Jagdish Rajesh)
Assistant Director General (Admn)

Encl: As above

Copy to :-

(1) PSto DG/ Sr. DDG(A)/ Sr. FA

(2) All Divisional Heads

(3) DDG(A)

(4) ADG(A)/ADG(F)

(5) Dr.L.K.Sharma, Scientist “E” — soft copy of the same has been mailed at your email ID
(Sharma.lk@icmr.gov.in) for website upload.

& Al waq, Uk 9fa . 491, Tel: +91-11-26588895 / 26588980 / 26589794

IR TR, 93 feeel - 110 029, WRA +91-11-26589336 / 26588707

Fax: +91-11-26588662 i nici
V. Ramalingaswami Bhawan, P.O. Box No. 4911, E | iemrnicin

Ansari Nagar. New Delhi - 110 029, India
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No. P.16012/11/2018-TC
Government of India
Ministry of Health & Family Welfare
(Tobacco Control Division)

D.G. ICMR OFFICE . A
Di . | irman Bhawan, New Delhi-1 8
iary No.:..... 0/’/ / ....... Dated, the 27" January, 2022

OFFICE MEMORANDUM

Subject: - Nomination of Nodal Officer for Handling Unlawful content/ information/ activities in

Cyber Spacé’as per the provisions of tha T Riiles, 2021- regarding.

ok kA

The undersigned is directed to refer to OM No.1(4)/2020-CLES dated 1% January, 2021
(copy of the OM alongwith annexures) issued by Cyber-Laws Group, Ministry of Electronics
and Information Technology on the above captioned subject and to say that Dr. Puikesh
Kumar, Deputy Secretary (Tobacco Control), MoHFW, vide S.O. 4729(E) dated 15"
November, 2021 (copy of the notification is enclosed) has been designated as the Nodal
Officer, authorized under the extant laws of “Information Technology (Intermediary guidelines
and Digital Media Ethics Code) Rules, 2021" [IT Rules, 2021] to issue takedown notice to
intermediaries for compliance of Cigarettes and Other Tobacco Products (Prohibition of
Advertisement and Regulation of Trade and Commerce, Production, Supply and Distribution)
Act, 2003 and The Prohibition of Electronic Cigarettes (Production, Manufacture, Import,
Export, Transport, Sale, Distribution, Storage and Advertisement) Act, 2019,

2. This issues with the approval of Competent Authority.

~

Encl: as above [y '
(6|2 [ i —

(Thangkholun Haokin)

e :
Y Qlj ‘Under Secretary to the Gowvt. of India
Tel: 23063068

To,

Dr. Pulkesh Kumar

Deputy Secretary (Tobacco Controf)
Ministry of Health & Family Welfare

Government of India _
Tel: 011-23062744 k
Email: dr.pulkesh@gov.in W >
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Copy to:
Secretary (HFW)
Secretary, DHR & DG(ICMR)

DGHS, MoHFW.
JS(VC) 1S(LA) 1S(VJ) JS(MKB) IJS(PABY JS(HS) /JS(VHZ) JS(GM) 1JS(PS) /EA(NS)
EA(IK) .= ) IJS(AN) AS(AA) /AS (AS)/ AS (MA)/ AS (VS) /AS(RS)

Copy for Information to;

Secretary, Ministry of Information & Technology, Electronics Niketan, CGO Complex, New
Delhi-110003



No. 1(4)/2020-CLES
Government of India
Ministry of Electronics & Information Technology (MeitY)

Cyber-Laws Group
Electronics Niketan,

New Delhi 110003
Date: January 1%, 2021

OFFICE MEMORANDUM

Subject: Handling Unlawful content/ information/ activities in Cyber Space 2~ per the
provisions of the IT Act, 2000 - regarding.

Prevalence of a large variety of online information and activities available on computer
resource of intermediaries and other platforms, which are unlawful under the respective extant
laws, have been frequently brought to the notice of the Ministry of Electronics and Information
Technology (“MeitY”) with a request for blocking/ removal/ take down of such content.

2% Section 79(3)(b) of the Information Technology Act, 2000 (“IT Act”) and the Information
Technology (Intermediaries Guidelines) Rules, 2011 read with “Shreya Singhal vs Uol”
Judgement of the Supreme Court delivered in March, 2015 empowers “Appropriate Government
or its agency” to issue notice to an intermediary to disable access / takedown of any unlawful
material residing in or connected to a computer resource, controlled by that intermediary. If the
intermediary fails to do so in an expeditious manner, it shall lose its exemptions from
Liability and the appropriate government or its agency may proceed with the penal
provisions provided under their extant laws. The “intermediary” has been defined under
section 2(1) (w) of the IT Act and also includes social media platforms, websites, mobile apps, e-
commerce websites, various online aggregators, Internet Service providers, webhosting platforms

etc.

3. The content which is considered unlawful in the physical world is also unlawful in the
online world. However, the way the Internet technologies work, disabling/ taking down of
content can happen only either at country level/ global level and the content cannot be

blocked/removed at regional level.

4. Based on the discussions held with key stakeholder ministries; the recommendations
made therein and earlier views held by Hon’ble Supreme Court in some cases, MeitY has
developed a framework, which can be used by the Appropriate Governments/ their Departments
or their agencies, for the purpose of issuing takedown/ removal notices to the concerned
intermediary platform, hosting or controlling the said unlawful information (brought to your
knowledge either through grievances, complaints or suo-moto) (framework enclosed). The
framework also includes sample templates for content removal requests and takedown. In order
to effectively administer the takedown mechanism and the issuance of notices to intermediaries
and other platforms on various topics, the following action may be taken:

1. Designate a Nodal Officer in your Ministry/ Department and/or designate an agency(s)
and the officer(s) authorised under the extant laws to issue takedown notice to

intermediaries.
ii.  Coordinate with each State (if the subject matter is of the State Govt/ UT Administration)

and designate such other official(s) empowered under the extant law to issue such

takedown notice to intermediaries.
i.  Publicise the same (including their official email addresses) on your website and other

public interface points.
iv.  Confirm the same within 15 days to MeitY for overall co-ordination.
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5. It is also suggested that the number of touch points may be kept as minimum as possible.
This would cnsure effective implementation, accountability & compliance monitoring. MeitY
will share the list of nodal officers of major intermediary platforms to facilitate sending of such
takedown notices. MeitY will also help in resolving any technological/ feasibility issue or any

other technical support as may be required to identify the right intermediary.

6. It may be further clarified that prosecution of wrongdoers under extant law will necessarily
continue in parallel by agencies so authorised under law. For instance, while a takedown process
for an obscene content is being initiated under the provisions of the IT Act, 2000, prosecution
may continue for the said offence under the IT Act/ Indian Penal Code, 1860.

2 oabienbies—.

Rakesh Maheshwari

Group Coordinator, Cyber Law Group, MeitY
e-mail; geeyberlaw(@meity.gov.in

Enclosed: A framework containing the following documents:

1. Flowchart for regulation of online information/activity: Annexure-1
2. Formats for Initiation of Takedown:Annexure-2, Annexure-3, Annexure-4
3. Tllustrative list of Online unlawful content/ information/ activity and the corresponding

Appropriate Government or its Agency:Annexure-5

To,

1  Secretary, Ministry of Home Affairs

2 Secretary, Ministry of Women & Child Development

3 Secretary, Ministry of Consumer Affairs, Food and Public Distribution

4 Secretary, Ministry of Health & Family Welfare

5  Secretary, Ministry of Information & Broadcasting

6  Secretary, Ministry of Law & Justice, Department of Justice

7  Secretary, Department of Revenue, Ministry of Finance

8  Secretary, Department of Financial Services, Ministry of Finance

9  Secretary, Ministry of AYUSH

10  Secretary, Department of Animal Husbandry and Dairying, Ministry of Fisheries, Animal Husbandry &
Dairying

11  Secretary, Department for Promotion of Industry and Internal Trade (DPIIT), Ministry of Commerce and
Industry

13 Deputy Election Commissioner, Election Commission of India
14  Commissioner of Police, Delhi Police

Copy to:

1. The Chief Secretary, All State Governments / UT Administrations:
With a request to kindly coordinate with the Central Ministries/ Depariments and identify & norify

designated Nodal Officer(s) in the States / UTs Administrations o issue the online unlawful content/
information takedown notice to the intermediary(s).

2. Secretary, Department of Telecom, Ministry of Communications:
With a request that, in cases, where no Intermediary is known immediately or when the whole website

is a rogue website, DoT may help reaching out the to ISPs licenced by DoT.
OSD to the Secretary, MeitY

Ofo. the Special Secretary & FA, MeitY

O/o. the Additional Secretary, MeitY

s w

FRratuenlies

Rakesh Maheshwari
Group Coordinator,
Cyber Law Group, MeitY
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(Annexures to the MeitY OM No. 1(4)/2020-CLES dated ........ )

:FRAMEWORK:
HANDLING UNLAWFUL CONTENT / INFORMATION / ACTIVITIES
IN CYBER SPACE AS PER THE PROVISIONS OF THE IT ACT, 2000

L. FLOWCHART FOR REGULATION OF ONLINE INFORMATION/ACTIVITY: Annexure-1

II.  FORMATS FOR INITIATION OF TAKEDOWN:

The following templates are suggestive for purpose of disabling access to any identified unlawful
information or activity:

1. A letter in the format prescribed in Annexure-2 may be issued by whosoever aggrieved to
the nodal officer designated by the “appropriate government” identified in Annexure-5 for
the purpose of informing them of any unlawful activity which iscivil in nature.

2. Aletter in the format prescribed in Annexure-3 may be sent by any person to the Police or
Law Enforcement Agencies (LEAs) at the central or state level for the purpose of
informing such law enforcement agency of a erime being conducted through the computer
resource of an intermediary.

3. Notice under Section 79(3)(b), IT Act, for the takedown / removal of any specific
identified online unlawful content or information or activity. (Annexure-4)

OI.  ILLUSTRATIVE LIST OF ONLINE UNLAWFUL CONTENT/ INFORMATION/
ACTIVITY AND THE CORRESPONDING APPROPRIATE GOVERNMENT OR ITS

AGENCY:(Annexure-5)

Please note that all terms and phrases used in this document shall have the same meaning as ascribed
to them under the IT Act and rules thereunder.
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ANNEXURE-1

FLOWCHART FOR REGULATION OF ONLINE UNLAWFUL INFORMA TTON/ACTIVITY

SUGGESTED APPROACH FOR REGULATING ONLINE INFORMATION/ACTIVITY

(

Online
Tnfornation/Activity

)

Adjudged unlawiul
1y court of
competent

Suo  molo
Boverunent where it

by

copnizance

appropriste
ia of the opinion thal
the informalion/activity ic wnlawfid under

i

Auty person is of tho
opinion that it is
unlswful noder extant

iLab. . Aiars?,

Direct the intemmediary

' Infe ion s

to disable access to that
information/  activity

such by court of competent jurisdiction.

on .

H

'

'+ Information iy unlawful under dhe Laws or adjudged s
H A

'

|’ Tssue Takedown Notice ]

Jjurisdiction axtant law
T ¥ ! b : ]
el efoonductsl et & Siay's -} / > &
1 r wheee el e ar catognry | / o “
it st molle e / 5
Trel iteanaliory’s platfonn .- ,.’ ________
Tac e i
_—_.[_" LEA vander the exisnt Law }-

w ) jon under 1T Act

Privileged oixd Conlidential

| 10 the Iitermediary I

nud Extant Law
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ANNEXURE-2

MODEL FORMAT FOR INTIMATING APPROPRIATE GOVERNMENT OFONLINE UNLAWFUL
INFORMATION

(FOR CIVIL VIOLATIONS)

No: Date: <Insert Date>

To,

Nodal Officer,

<insert name of appropriate government/ils agency>
<insert address of appropriate government/its agency>

Subject: Online information/activity relating to <insert a brief description of information/activity
considered unlawful> considered unlawful under <insert name of legislation>

Dear Sir/Madam,

We have identified that information relating to <insert description of information/activity considered
unlawful>is being hosted, displayed, published, transmitted, and shared on <inert name of the
intermediary(s)>. [Please refer to the enclosed document for complete detail on the unlawful material

as supporting evidence.]

As you are the identified appropriate government under section 79(3)(b), Information Technology
Act, 2000 (“IT Act”) for the purposes of enforcement of the<insert name of legislation><insert
sections of the legislation that are being violated>, you are hereby requested to issue a takedown
notice under section 79(3)(b), IT Act to <inert name of the intermediary(s)> in this regard.

Please acknowledge the receipt of this request.

<Name>

<Designation>
<Name of Ministry/Government Department>

Enclosed:

1. Excel sheet with complete details of the website/location where the unlawful

information/activity is hosted.
2. Supporting evidences (in pdf./ jpg/jpeg format) and details of sections and law being violated.
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ANNEXURE-3

MODEL FORMAT FOR INTIMATING LAW ENFORCEMENT AGENCY OF ONLINE UNLAWFUL
INFORMATION

(FORrR CRIMINAL ACTIONS)
Date: <Insert Dare>

To,

<insert designation of the addressee (eg. Station House Officer)>
<insert name of the law enforcement agency >

<insert address of appropriate government/its agency>

o=

Subject: Online information/activity relating to <insert a brief déscn'ﬂion of inform htion/activity
considered unlawful> considered unlawful under <insert name of legislation>

Dear Sir/Madam,

I/We have identified that information relating to <insert description and details of the crime being
conducted online> is being hosted, displayed, published, transmitted, and shared on <inert name of
ihé intermediary(s)>. [Please refer to the enclosed document for complete detail on the unlawtul

material as supporting evidence.]

As you are the agency in-charge of the maintain law and order, public order, and for the purposes of
enforcement of the <insert name of legislation>, you are hereby requested to issue a takedown notice
under section 79(3)(b), Information Technology Act, 2000 to <inert name of the intermediary(s)> in

this regard.

Please acknowledge the receipt of this request.

<Name>

<Details of the Complainant>

Enclosed:
1. Excel sheet -with complete details of the website/location where the unlawful

information/activity is hosted.
2. Supporting evidences (in pdf./ jpg/jpeg format).

Page 4 of 23



ANNEXURE-4

[MODEL FORMAT FOR TAKEDOWN NOTICE TO INTERMEDIARIES]|
[On the Letter Head of the Appropriate Government or its Agency)

Date:<Insert Date>

NOTICE

Subject:  Notice for takedown under section 79(3)(b), Information Technology Act, 2000 of
<website/online information> relating to <insert brief details of the unlawful
activity>which is unlawful under <insert name of legislation>.

Dear Sir/Ma’am,

Section 79(3)(b) of the Information Technology Act, 2000 (“IT Act™) and the Information
Technology (Intermediaries Guidelines) Rules, 2011 read with “Shreya Singhal vs Uol”
Jjudgement of the Supreme Court delivered in March, 2015 empowers “Appropriate Government
or its agency” to issue notice to an intermediary to disable access / takedown of any unlawful
material residing in or connected to a computer resource, controlled by that intermediary.

We have identified that information relating to <inser description of information/activity considered
unlawful>which is unlawful under <insert the provision>, <insert name of legislation>is being hosted,
displayed, published, transmitted, and shared on your platform. [Please refer to the enclosed document
for complete details on the unlawful material as supporting evidence.]

In light of the above, and under section 79(3)(b) of the Information Technology Act, 2000 (“IT Act™)
and in pursuance of the Government Order vide No. <Order/ Notification Number> dated <dd-mm-
yYyy>, the undersigned is hereby authorised to direct you to disable access, and or remove any
information identified in the enclosed document without vitiating the evidence in any manner.

Please note that failing to do so may amount to aiding/abetting the transmission of such unlawful
information or conduct of such unlawful activity, as the case may be, and you may be prosecuted for
hosting such information, data, or communication links. Further, failure to take necessary action may
attract penalties under the IT Act and/or the <insert name of legislation>.

Please respond to this notice within thirty-six (36) hours.

<Name>
<Designation>
<Name & Details of the Agency>
To:
1. <Insert Name of Grievance Officer>
Grievance Officer
<Insert Name of Intermediary>
<Insert address>
Enclosed:

1. Excel sheet with complete details of the website/location where the unlawful

information/activity is hosted.
2. Supporting evidences (in pdf./ jpg/jpeg format).
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ANNEXURE-3

ILLUSTRATIVE LIST OF ONLINE UNLAWFUL CONTENT/ INFORMATION/ ACTIVITY AND THE CORRESPONDING APPROPRIATE
GOVERNMENT OR ITS AGENCY

Nodal
Ministry

Online Unlawful
Content/ Information/
Activity

Child Pornography and
Child Sexual Abuse
Material (CSAM)

Reasonable
Restriction
o/ Article 19(2) of
Constitution

Decency. morality,
defamation,
incitement to an
offence

Hlustrative Acts/ Law

(1) Indian Penal Code,
1860 (IPC): (5. 292, 293)

Suggested Appropriate
Government / Agency

)

Central Law Enforcement
Agencies, or State Law
Enforcement Agencies as
the case may be. / NCRB

Remarks (if any)

For any Cyber Crime
incident particularly
that of relating to
Women/Child or
obscenity including
rape, child sexual
abuse, revenge
pornography, Indecent
Representation of
Women, cyber stalking/
bullying and such other
similar crimes, the
complainant may report
to Police or report on
www cvberctime: gov.in

(2) Protection of Children
from Sexual Offences

Special Juvenile Police Unit;
or the local police.

e §

Act) (S. 67B)

Act, 2012 (POCSO) (S.

13)

(3) Information Central Law Enforcement
Technology Act, 2000 (IT | Agencies, or State Law

Enforcement Agencies as
the case may be.

Pomography, obscenity, Decency, morality, (1) IPC (8. 292, 293, ‘entral Law Enflorcement For any Cyber Crime
sexually explicit material defamation, 354C) Agencies, or State Law incident particularly
inciternent to an Enforcement Agencies as that of relating to
offence the case may be. / NCRB Women/Child or
obscenity including
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Indecent Representation of
Women in Advertisements,
circulation of books,
pamphlets

Decency, moraty.

defamation,
incitement to an
offence

Nodal Online Unlawful lliea(so‘n;ble Suggested Appropriate ]
8 3y Content/ Information/ o Mlustrative Acts/ Law | Government / Agency Remarks (if any)
No | Ministry b w/ Article 19(2) of
Activity Constituti )
-onstitution
rape, child sexual
abuse, revenge
pomography, Indecent
Representation of
Women, cyber stalking/
bullying and such other
similar crimes, the
complainant may report
to Police or report on
www.cvbercrime. gov.in
(2) Information
Technology Act, 2000 (S.
66E. 67, 67A)
(3) Cable Television
Networks Rules, 1994 (R.

T Central Law Enforcement

Agencies, or State Law
Enforcement Agencies as
the case may be.

i For any er Crime

incident particularly
that of relating to
Women/Child or
obscenity including
rape, child sexual
abuse, revenge
pornography, Indecent
Representation of
‘Women, cyber stalking/
bullying and such other
similar crimes, the
complainant may report
to Police or report on
www.cybercritne.pov.in

(2) Indecent
Representation of Women

State Law Enforcement
Agency
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Ounline Unlaw(ul

Reasonable

S. Nodal . Restriction . [ .
No | Ministry ﬁon.te-nt/ Information/ / Article 19(2) of Dlustrative Acts/ Law | Government / Agency Remarks (if amy)
ctivity Constitntion ®

Suggested Appropriate

Act, 1986 (S. 3, 4)

Terrorist activity

interests of the

sovereignty and
integrity of India, the
security of the State,
friendly relations with
foreign States,
incitement to an
offence

6.7)

(3) Cable Television
Networks Rules, 1994 (R.

Central Law Enforcement
Agencies, or State Law
Enforcement Agencies as
the case may be.

| The Unlawful Activities
(Prevention) Act, 1967
(UAPA) (S. 13, 16-22)

TT Act (S. G6F)

Sale of illegal arms interests of the Indian Amus Act, 1959 Central Law Enforcement
sovereignty and .7 Agencies, or State Law
integrity of India. the Enforcement Agencies as
security of the State, the case may be.
public order,
incitement to an
offence.

Wapging war or preparatory | interests of the IPC (5.121, 1214, 122) Central or State law

act of waging war sovereignty and enforcement agency, as the
integrity of India, the case may be.
security of the
State,public order,
incitement to an
offence.
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famation,

T (1) IPC (5. 354D, 354C. |

Ctrul Law Enforcemt

s Online Unlaw(ul llieats O.H:ible Suggested Appropriate
N- Content/ Information/ o Illustrative Acts/ Law | Government / Agency Remarks (if any)
[ Activity u/ Article 19(2) of ®
Constitution
Hate crimes Integrity of India, IPC (S. 124A, 1534, Central Law Enforcement
Defamation, 153B, 2954, 298, 504, Agencies, or State Law
Inciterent to an 505) Enforcement Agencies as
offence the case may be.
Incitement of violence interests of the IPC (8. 505) Central Law Enforcement
sovereignty and Agencies, or State Law
integrity of India, Enforcement Agencies as
the security of the the case may be.
State,
friendly relations
with foreign States,
public order
Oftences of atrocities Incitement to an The Scheduled Castes and | State law enforcement
against Schedule Caste and | offence Scheduled Tribes agency.
Schedule Tribes and (Prevention of Atrocities)
wmtouchability Act, 1989 (S.3):
The Protection of Civil
Rights Act, 1955 (S.
f[08](9))

Cyber Harassment,

including Cyber Stalking Incitement to an 507) Agencies, or State Law

and Cyber Bullying offence Enforcement Agencies as

the case may be. / NCRB

(2) Sexual Harassment of | Central Law Enforcement
Women at Workplace Agencies, or State Law
(Prevention, Prohibition, Enforcement Agencies as
and Redressal) Act 2013 | the case may be. / NCRB
(s.3) .
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Online Unlawful Reaso-na.ble Suggested Appropriate
8 Hodal Content/ Information/ Restrictiop Tustrative Acts/ Law | Government / Agenc Remarks (if
No | Ministry Activity u/ Article 19(2) of : gency arks (if any)
ctivity " ®
Constitufion ; -
(3) POCSO (8. 11) Special Juvenile Police Unit;
or the local police.
(4) IT Act (S.66E, 67,
67A)
Encouraging or assisting Public order, IPC (S. 306, 309) Central Law Enforcement
suicide incitement to an Agencies, or State Law
offence Enforcement Agencies as

Unlawful Disclosure of
identity of persons who are
victims or accused

T () IPC (3. 2284)

Central Law E;
Agencies, or State Law
Enforcement Agencies as
the case may be. / NCRB

the case may be.

(2) Sexual Harassment of
Women at Workplace
(Prevention, Prohibition,

Central Law Enforcement
Agencies, or State Law
Enforcement Agencies as

[J7 Act] (S. 74)
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(3) Juvenile Justice (Care | Child Welfare Police Officer
and Protection) Act, 2015 | under the JJ Act.




Online Unlawful Reaso.na'ble Suggested Appropriate
§. |} Nodat Content/ Information/ Kestriction Dlustrative Acts/ Law | Government / Agenc, Remarks (if
No | Ministry Activi o/ Article 19(2) of : Y gency if any)
ty Constitution (
Circulation of umours or nterests of the IPC (8. 505) Central Law Enforcement
misinformation and sovereignty and Agencies, or State Law
disinformation (together integrity of India, Enforcement Agencies as
“take news™) the security of the the case may be.
State,
friendly relations
with foreign States,

public order,
decency, morality,
in relation to
contempt of court,
defamation,
incitement to an
offence.

Cirgulation of false
documents

nterests of the
sovereignty and
integrity of India,
the security of the
State,

friendly relations
with foreign States,
public order,
decency, morality,
in relation to
contempt of court,
defamation,
inciternent to an
offence.

1PC (S. 463, 464, 469)

Central Law Enforcement
Agencies, or State Law
Enforcement Agencies as
the case may be.
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Online Unlaw(ul Reaso.na.ble Suggested Appropriate
S. Nodal c N Restriction P R q
No | Ministr ot!tent/ Information/ / Article 19(2) of Mlustrative Acts/ Law | Government / Agency emarks (if any)
¥ Activity u/ Article 19(2) o
Y i O]
Constitution
Wrong depiction of maps of | interests of the Criminal Law Central Law Enforcement
India sovereigaty and Amendment Act, 1961 (S. | Agencies, or State Law
integrity of India, the | 2) Enforcement Agencies as
security of the the case may be. .
State, friendly
relations with foreign
States,
Circulation of unlawful Public order, IPC (8. 268, 269, 270, Central or State law
documents affecting public | incitement to an 271) enforcement agency, as the
health, and safety due to offence case may be.
disobedience to orders
Content or activity related to | Incitement to an The Citizenship Act, 1955 | Central or State law The law penalises false
issues concerning offence 617 enforcement agency, as the | representations
Citizenship case may be. pertaining to citizenship
under the Citizenship
Act.
Illegal Online Gaming Incitement to an No Central legislation Central Law Enforcement
offence Agencies, or State Law
Enforcement Agencies as
the case may be.
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S.
No

Online Unlawful
Content/ Information/
Activity

Nodal
Ministry

Online betting and gambling

g::::i::i:::' Suggested Appropriate

iv R ks (if
W/ Article 19(2) of Tllustrative Acts/ Law g)oy_ernment / Agency emarks (if any)
Constitution
wcitement to an Public Gambling Act State law enforcement Gambling generally
offence, 1867 and state legislations | agency. prohibited bydifferent

state legislations across
states. Andhra and
Telanagana not
allowing any online
gaming/ Gambling.

Tilegal Online Lottery

Sharing secret (as electronic
records) information related
to government's place,
documents, photographs,
sketches, maps, plans,
models, official codes or
passwords

Human tmfﬁcking

interests of the

incitement to an

offence.

sovereignty and
integrity of India. the
security of the State,
public order,
inciternent to an
offence.

Incitement to an

offence

State Legislations

| The Official Secrets Act,

1923 (S.3.5)

"(1) IPC (5. 370)

the case may be.

Central Law Enforcement
Agencies, or State Law
Enforcement Agencies as

Agencies, or State Law
Enforcement Agencies as
the case may be.

T Central Law Enforcement

Central Law Enforcement

Agencies, or State Law
Enforcement Agencies as
the case may be.
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Online Unlawful

Reasonahle

Suggested Appropriate

S. | Nodal . Restriction o ; .
No | Miuistry gox{t'e‘nt/ Information/ w/ Article 19(2) of Mlustrative Acts/ Law | Government / Agency Remarks (if any)
ctivity 5 ®)
Constitation g

(2) The Immoral Traffic Trafficking Police Officers

(Prevention) Act, 1956 (S. | appointed by the Central

5) Govemment or the Special

Police Officer appointed by

the State Government under
the Act.

(3) State legislations

State law enforcement
agency.

Trafficking of children

Incitement to an
offence

(1) IPC (S. 370)

Central Law Enforcement
Agencies, or State Law
Enforcement Agencies as
the case may be.

(2) Juvenile Justice (Care | Child Welfare Police Officer
and Protection) Act, 2015 | under the JJ Act.

(S. 81)

(3) The Imimoral Traffic Trafficking Police Officers

(Prevention) Act, 1956 (S.

3)

appointed by the Central
Government or the Special
Police Officer appointed by"
the State Government under
the Act.

(4) State legislations- Goa
Children’s Act, 2003
(S.7.8)
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State law enforcement
agency




Reasonable

Online Unlawful - Suggested Appropriate
S. Nodal . Restriction q s
No | Ministry Cm!te.anf/ Information/ W/ Article 19(2) of IMustrative Acts/ Law | Government / Agency Remarks (if any)
Activity = )
Constitution
Phishing Emails / websites | Incitement to an IPC (S. 463, 420) Central Law Enforcement
offence Agencies, or State Law

Enforcement Agencies as
the case may be.

Information Technology
Act, 2000 (S. 43)

Central Law Enforcement
Agencies, or State Law
Enforcement Agencies as
the case may be.

Financial frauds

Incitement to an
offence

TPC (S.403, 405, 415,
420, 463, 489)

Central Law Enforcement
Agencies, or State Law
Enforcement Agencies as
the case may be.

Insults to Indian National
Flag and Constitution of
India

Interests of the
sovereignty and
integrity of India,
Incitement to an
offence, defamation

| Prevention of Insulls

Information Technology
Act, 2000 ( S. 43)

National Honour Act,
1971 (8. 2)
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Central Law Enforcement
Agencies, or State Law

Enforcement Agencies as
the case may be.

“Central Law Enforcement

Agencies, or State Law
Enforcement Agencies as
the case may be.




offence

Act, 1956 (S. 3)
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S. Nodal Online Unlawful ﬁ::::i:;g:f Suggested Appropriate
No | Ministry Xm}tgntl Information/ u/ Article 19(2) of Tustrative Acts/ Law | Government / Agency Remarks (if any)
ctivity i, )
Constitution
Dowry related Incitement to an Dowry Prohibition Act, State DowTy Prohibition
offence 1961 (S. 3.4,5) Officer appointed under the
Act or lhe State law
enforcement agency.
Cruelty to Child Incitement to an TJuvenile Justice (Care and | Child Welfare Police Officer
offence Protection) Act, 2015 (S. | under the JT Act.
75-179, 81,83, 84. 87)
Child Marriage Incitement to an Prohibition of Child State law enforcement
offence Marriage Act, 2006 (S. 9- | agency or the Child
11) Marriage Prohibition
Officers appointed under the
Act.
Domestic Viol Incit to an The Protection of Women | State law enforcement
offence from Domestic Violence | agency.
Act, 2005 (S. 3)
Adoption of Children Incitement to an Juvenile Justice (Care and | Child Welfare Police Officer
offence Protection) Act, 2015 (S. | under the JJ Act.
80)
Harmful publication Decency, morality, The Young Persons State law enforcement
targeted at young persons incitement to an (Harmful Publications) agency.




. Unlwl Eleclion-related or i

order, decency,
morality, in relation
to contempt of court,
defamation,
incitement to an
offence.

interests of the

TTPC(S. 171C, 171D,

Central or State law

s Nodal Online Unlawful ﬁ::ts:i:;l;:f Suggested Appropriate
. .. Content/ Information/ : Nlustrative Acts/ Law | Government / Agency Remarks (if any)
No | Ministry Activi u/ Article 19(2) of
ctivity - )
Constitution i

Unlawful activities/ conlents | interests of the According to the new Being worked out by
published in the form of sovereignty and AoBR items as per the MIB following
Films and Audio visual integrity of India, the | latest Gazette Notification allocation of new
programmes, News and security of the Siate, | dt. 09-Nov-2020 AoBR for MIB
cutrent affairs on any online | friendly relations with
platform foreign States, public

Political communication sovereignty and 171G) enforcement agency, as the
during election integrity of India, case may be.
the security of the
State,
public order,
defamation,
incitement to an
offence.
Representation of Peoples | ECI through Central or State
Act, 1951 (S. 125,126A, law enforcement agency, as
131, 132) and the case may be.

notifications thereunder.
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Online Unlawf(ul

Reasonable

Suggested Appropriate

Online Adverti & =

incitement to an
offence.

Techniques Act, 1994 (S.

22)

| The Drugs and Cosmelic

Central or State Dru

be, appointed under section

17 the PCPNDT Act.

S. | Nodal . Restriction MY q
No | Ministry Cot}te.nt/ Information/ W Article 19(2) of IMustrative Acts/ Law | Government [ Agency Remarks (if any)
Activity s (s}
Constitution
Advertisement related to in relation to The Pre-Conception arid | Central or State Appropriate | Siipreme Court Order in
Child sex determination contempt of court, Pre-Natal Diagnostic Authority, as the case may PC&PNDT case

Sale of illegal drugs/ offence. Act, 1940 and rules Inspectors appointed under
cosmetics thereunder. the Act.
Online Objectionable incitement to an The Drugs and Magic Gazetted Officer authorised
Advertisements relating to offence. Remedies (Objectionable | by the State Government
drugs and magic remedies Advertisements) Act, under the Act.
1954.
(5.35)
Online Advertisement & incitement to an Cigarettes and Other State Jaw enforcement
Sale of Cigarettes offence. Tobacco Products agency or Officer of the
(Prohibition of State Food or Drug
Advertisement and Administration
Regulation of Trade and
Commerce, Production,
Supply and Distribution)

Act, 2003 (8. 5,6)
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Reasonable

(Production, Manufacture,
Import, Export, Transport,
Sale, Distribution, Storage

police officer not below the
rank of sub-inspector; or-
any other officer notifies as

Online Unlawful b g Suggested Appropriate
S. Nodal . Restriction A o | s §
No | Ministry gon.t'e.nt/ Information/ u/ Article 19(2) of Ilustrative Acts/ Law | Government / Agency Remarks (if any)
ctivity i (s)
Constitution
Online adverti t & inci tto an The Prolubition of Authorised Officer under the
Sale of illegal E-Cigarettes | offence. Electronic Cigarettes Act. This includes-- any

and Advertisement) Act, such by the Central
2019(S. 4) Govemnment or the State
Government
Online sale or dealing with | incitement to an Transplantation of Human | Appropriate Authority
Human Organs offence. Organs and Tissues Act, appointed under the Act.

1994 (S. 19)

e

..

S s

draft ﬂl =

False or misleading incitement to an The Counsumer Protection | Central Consumner Protection e
advertisement over the offence. Act, 2019 (S. 89) Authority or the Slate Consumer Protection
internet Consumer Protection Authority (Prevention
Authority appointed under of Misleading
the Act Advertisements and
Necessary Due
Diligence for
Endorsement of
Advertisements)
Guidelines, 2020 have
been issued for public
consultation.
Food Safety & Standacds | The District Designated

Act, 2006 (S. 24)

Officer appointed under the
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s Reasonable
8.1 ||Nodal gzgtzigﬂ‘grfulaﬁon/ LA Tlustrative Acts/ L f;immea AII:’P: I::m Remarks (if ai
No |Misistty | fony u/ Article 19(2) of [ 11 SAIVE ACCTIAW | FNEHHIER geneyre|, Remarks G any)
Constitution
Act

Impi'r use of name and
emblems

TR Online sale of narcotics,
drugs and other
psychotropic substances

Online Prize chits and
Money Circulation

 interests of the

sovereignty and
integrity of India,
incitement to an
offence.

incitement toan
offence.

incitement to an

offence.

The Prize Competitions

Infant Milk Substitutes,
Feeding Bottles and Infant
Foods (Regulation of
Production, Supply and
Distribution) Act, 1992 -

(5.3-10)

Emblems and Names
(Prevention of Immproper
Use) Act, 1950 (S. 3)

Narcotic gs and
Psychotropic Substances

Act, 1985 (S. 8)

Act, 1955 (S. 4)

Emblems and Nomes
Division of the Central and
State Departments of
Consumer Affairs.

Narcotics Control Bureau
and State Law Enforcement

Agencies,

Smw law enforcement
agency.
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Reasonable
Restriction

u/ Article 19(2) of
Constitution

Suggested Appropriate
Government / Agency

(O]

Online Unlawful
Content/ Information/
Activity

S. Nodal

No | Ministry Mustrative Acts/ Law

Remarks (if any)

Prize chits and Money
Circulation Schemes
(Banning) Act, 1978 (S.
3,5)

Schedule | of the
Foreign Exchange
Management (Current
Account Transactions)
Rules, 2000 (amended
time-to-time)

Prohibited transactions

Cruelty to animals | incitement to an The Prevention of Cruelty | State law enforcement :
offence. to Animals Act, 1960 (S. | agency
11-13)

Misleading advertisement of | Incitement to an The Drugs and Magic Gazetted Officer authorised
AYUSH health offence Remedies (Objectionable | by the State Government
products/drugs or sale Advertisements) Act, under the Act.
thereof 1954.

(8.3)

The Drugs and Magic
Remedies
{Objectionable
Advertisements)
Amendment Bill, 2020
includes within its
ambit advertisement on
the internet.
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Online Unlawf(ul

Reasonable

Suggested Appropriate

S. Nodal . Restriction 1) N
No | Ministry Con'te'ntl Information/ u/ Article 19(2) of Tlustrative Acts/ Law | Government / Agency Remarks (if any)
Activity gy (s)
Constitution .

Intellectual Prope ght.s
of the government

| Content/ activities impacting

Cyber Security

interests of the

Incitement to an

offence

sovereignty and
integrity of India,
the security of the
State,

friendly relations
with foreign States,
public order,
decency, morality,
in relation to
contempt of court,
defamation,
incitement to an
offence.

. Copyrit Act, 19
« Patents Act, 1970

« The Designs Act,

Act, 2000 (S. 70B)

« Trade Mark Act, 1999

The Drugs and Cosmetit | Inspectors appointed under
Act, 1940 and rules
thereunder. (S. 33EEC)

the Act.

57

2000

1 Information Technoloy Tndian Compu(crEmergency

Response Team (CERT-In)

Emergency measures

for handling cyber
security incidents
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Reasonable

: Ouline Unlaw(ul S Suggested Appropriate
8 Nodal Content/ Information/ Res(ru:tlon IHustrative Acts/ Law | Government / Agency Remarks (if any)
No | Ministry A u/ Article 19(2) of
? Activity Constitutio )

Rdel-Dcpmm’rm

[ Advertisements containin, s T Tocitement toan Respecti '\r_c legislations vant [ Ny

unlawful content as per the | offence depending on content of adm}mstermg the legislation

subject matter of the advertisements making content unlawful

cormresponding nodal

Minisiey

Online sale of crackers in relation to NA State law enforcement In October 2018, the
contempt of court, agency. Supreme court had
incitement to an ordered o ban on the
offence. sale of firecrackers

online and non-
compliance with this
order would amount to
contempt of court.
Thereafter, in October
2019, the Madras High
Court issued a court
order to MeitY to block
8 list of websites
facilitating the online
sale of crackers on
grounds of the same
amounting to
disturbance of public
order.
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2483117/2022ITOBACCO CONTROL
2 THE GAZETTE OF INDIA : EXTRAORDINARY

MINISTRY OF HEALTH AND FAMILY WELFARE
(Department of Health and Family Wellare)
NOTIFICATION

New Delhi, the 15th November, 2021

S.0. 4729(E).—In pursuance of clause (b) of sub-section (3) of section 79 of the Information
Technology Act, 2000 (21 of 2000) read with clause (d) of sub-rule (1) of rule 3 of the Information
Technology (Guidelines for Intermediaries and Digital Media Ethics Code) Rules, 2021, the Central
Government hereby designates an Officer (Tobacco Control) {being an officer of the Central Government
not below the rank of Deputy Secretary), in the Department of Health and Family Welfare, Ministry of
Health and Family Welfare, as the nodal officer for the purposes of the said rules in respect to the
Cigarettes and Other Tobacco Products (Prohibition of Advertisement and Regulation of Trade and
Commerce, Production, Supply and Distribution) Act, 2003 (34 of 2003) and the Prohibition of Electronic
Cigarettes (Production, Manufacture, Import, Export, Transport, Sale, Distribution, Storage and
Advertisement) Act, 2019 (42 of 2019).

[PART 1—SEC. 3(ii)

[F. No. P. 16012/11/2018-TC)
VIKAS SHEEL, Addl. Secy.
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